
Getting Started with ISO 22301: 2012   

   Business Continuity Management Systems –  

Requirements 

April 22, 2015, 9:30-10:30 a.m.  



MANAGING CEUs AND CFM® MAINTENANCE POINTS 
 

 
You are eligible to receive Continuing Education Units and Certified Facility Manager® 
maintenance points for attending sessions at IFMA's Facility Fusion. 
 
To receive 20 CFM maintenance points: 
Record your attendance on your CFM Recertification Worksheet. 
At recertification time, submit your completed CFM Recertification Worksheet. 
 
To receive CEUs: 
Pay the US$15 processing fee via registration   
Log into the Attendee Service Center http://tinyurl.com/kzfno9d   
Your log in information was sent to you when you registered for the conference. 
Complete the session evaluation then take the five question CEU assessment. After 
passing the assessment, you will receive your certificate of completion. CEUs can only be 
earned upon successful completion of the assessment.  
 
Individuals seeking CEUs or LUs from other organizations must contact those 
organizations for instructions on self-reporting credit hours. 
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Your Feedback is Valued! 

 
Please take the time to Evaluate Sessions 

 
 

Log into the Attendee Service Center 
 

http://tinyurl.com/kzfno9d 
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Meet Our Presenters: 
 

 

 

 

 

George B. Huff, Jr., Esquire, MBCI, ISO 22301 Lead Auditor,  
Director of Consulting, The Continuity Project, LLC 

 
“Resilience, One Organization at-a-Time” 

 
James P. (“Jim”) Whittaker, PE, CFM, FRICS, President and CEO,  

Facility Engineering Associates, PC 
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Review Session 1’s Learning Objectives 
April 22, 2015, 9:30-10:30 a.m. 

1.0  Scope, Audience and Value of IS0 22301, Business Continuity 
Management Systems (BCMS) – Requirements 
2.0  Why Facility Management professionals should care about 
Management Systems 
3.0  Relationship of Management Systems Standards to the           
“Plan-Do-Check-Act” Cycle 
4.0  Requirements of ISO 22301’s Principal Clauses 
5.0  Your Organization’s Current-State BC Planning, and BCMS.  
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Emergency Planning and Business Continuity  
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Facilities management professionals have responsibilities for the built environment, 
including safety, emergency preparedness and business continuity programs. 
 
 Why is ISO 22301 a fit-for-purpose standard for FM?   
  
 What is the value of ISO 22301 for FM professionals? 

 
 What are the steps to align your FM organization? 

 
 How to upgrade your current-state BC program to BCMS? 
 
This BCMS standard enables your organization to upgrade its safety, emergency 
preparedness programs to a higher standard.  

Main Point: BCMS standards, such as ISO 22301, promote good practice and are used 
as a starting point for building organizational resilience, and certification helps ensure 
sustained business performance through inevitable company changes.     

www.thecontinuityproject.com 



Morning’s Agenda 
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The business continuity community has been anticipating the adoption of ISO 22301 for 
years as a unifying standard that crosses international borders. 
 
 What is ISO 22301?   
  
 Why a management system? 

 
 ISO 22301’s structure and content. 

 
 Fit-for-purpose standard for your organization. 
 
The international BCMS standard results from global interest, cooperation and input, and 
is designed to mitigate the effects of disruptive incidents on society. 

Main Point: The agenda provides an overview of ISO 22301, introduces key 
management system concepts for FM/BC planners, focuses on the requirements to 
implement the standard and the elements of the BCM system for your organization.    

www.thecontinuityproject.com 



Introducing ISO 22301 
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Main Point: ISO 22301 provides the requirements for a BCMS and enables FM/BC 
project sponsors to show top management that their organizations have achieved a 
recognized, global benchmark.     

Who is ISO?  See www.iso.org/.  ISO’s Technical Committee 223, Societal Security 
developed all-hazards standards for the protection of society from, and in response to, 
incidents, emergencies and disasters.   
 
Scope of ISO 22301. To enable organizations “to protect against, reduce the likelihood 
of occurrence, prepare for, respond to, and recover from disruptive events when they 
arise” through the operation of the BCMS.    
 
 ISO 22301 is a Requirements standard which means it is an auditable (“shall”) 

specification.  It offers high-level content and describes the “what”, not the “how.”   
(24 pages). 
 

 ISO 22313 is a Guidance standard which aligns with Requirements and provides 
recommendations (“should”) and permissions (“may”) that organizations undertake to 
implement effective BCM. (48 pages). 

www.thecontinuityproject.com 
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Audience 
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Ease of Use.  ISO 22301 describes BC concepts using simple, clear and straightforward 
language that can be used by anyone in any organization to plan for, implement and 
continually improve a BCMS.   
 
 Applicable to all entities of all sizes - public and private sectors, not-for-profits and 

non-governmental organizations. 
 

 Designated by DHS/FEMA in 2014 for the Voluntary Private Sector Preparedness 
Program - the PS-Prep™ Program. 
 

 The companion Guidance standard offers useful strategy options. 
 
ISO 22301 improves performance pertaining to preparedness for a disruptive event, 
uses approaches consistent with those employed by business partners and customers, 
and may prepare entities for certification, if a business case exists (optional).  
Main Point: ISO 22301 is written for everyone with a role in mitigating risk associated 
with disruptive events. It’s not intended just for those new to BC, nor only for more 
experienced FM/BC professionals.    

www.thecontinuityproject.com 



Value 
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Value Proposition.  ISO 22301 exists to improve organizational performance in business 
continuity planning, and addresses the common challenges facing the organization, its 
BC professionals and executive sponsors.  Some key challenges: 
 
 Clarity of business continuity outcomes. 
 Focus and strategic alignment.  
 Management engagement. 
 Perceived complexity. 
 Integration. 
 Addressing multiple sources of needs and obligations, and 
 Project versus program mindset. 

 
Organizations assess risk in terms of an inability to recover the activities and resources 
that deliver their most important products and services, which is a powerful presentation 
to an executive management audience. 
Main Point: Implementing ISO 22301 serves as a form of benchmarking, summarizing 
the core planning activities necessary to ensure successful preparedness outcomes.     

www.thecontinuityproject.com 
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ISO 22301 at-a-Glance 
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• The first international standard focused exclusively on business continuity. 
What is it? 

• Implementing, operating, and continuously improving a business continuity 
management system. 

What is the Scope? 

• Written for any organization regardless of type, size or location. 
What is the Focus? 

• A requirements document; it’s written to drive business continuity performance, 
and also supports voluntary organization certification. 

What is the Purpose? 

• ISO 22301: 2012 can be purchased on-line.  See www.iso.org. 

Where can I purchase a copy of the standard? 

Main Point:  ISO 22301 focuses organizations on BC requirements which drive 
performance through operating a BCMS, and also supports third-party certification.     

www.thecontinuityproject.com 



Why a Management System?  (1 of 2)  
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Key Characteristics and Components of Management Systems.  
 
Understanding management system principles is the key success factor in getting the 
most value from ISO 22301.  Key characteristics:   
 
Accountability  Performance Measurement and Review 
 
Repeatable Processes  Competence 
 
Documentation  Cultural Change 
 
Resources 
 
A management system exists to continuously improve essential processes and 
outcomes in order to meet core business objectives.  
Main Point:  A management system is a framework of processes and procedures used to 
ensure that an organization can fulfill all tasks required to achieve a set of related 
business objectives.  

www.thecontinuityproject.com 



Why a Management System?  (2 of 2)  
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Key Characteristics and Components of Management Systems  
 
All management systems standards include ten key components.   
 
Policy    Competencies 
 
Leadership   Evaluation and Internal Audit 
 
Context and Obligations  Corrective Action 
 
Resources   Management Review 

 
Communications  Continuous Improvement 
 
Each component is designed to provide value to the organization.    

Main Point: Management systems have gained traction in the BC community through 
ISO’s standards development, as well as the updated standards from National Fire 
Protection Association and ASIS International.  

www.thecontinuityproject.com 



PDCA Cycle Applied to BCMS Processes 
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Main Point: ISO 22301 describes a generic business continuity management system 
applicable to all sizes and types of organizations. ISO 22301, p.1. 

The BCMS takes interested parties’ requirements as inputs for BCM and, through 
required actions and processes, produces BC outcomes (i.e., managed business 
continuity) that meet those requirements. 

www.thecontinuityproject.com 



Relationship of ISO 22301 BCMS to the PDCA Cycle 
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Introduction 

• Clause 1: Scope 
• Clause 2: Normative References 
• Clause 3: Terms and Definitions 

Requirements 

• Clause 4: Content of the Organization …………………………………………………….PLAN 
• Clause 5: Leadership …………………………….………………………………………………..PLAN 
• Clause 6: Planning ……………………………..…………………………………………………..PLAN 
• Clause 7: Support ……………………………..……………………………………………………PLAN                                                       
• Clause 8: Operations ……………………………………………………………………………….. DO                                                                 
• Clause 9: Performance Evaluation ……………………….……………………………... CHECK                               
• Clause 10: Improvement …………………………………………………………………….....  ACT                                              

Main Point: Most of what FM/BC planners consider as traditional BC 
methodology resides in “Do,” while the program set up and continual 
improvement of the management system are within “Plan,” “Check,” and “Act.”    

www.thecontinuityproject.com 



Structure and Content of ISO 22301  
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Business 
Continuity 

Management 
System 

Plan 

Do 

Check 

Act 

Clause 4: Context of the Organization 
Clause 5: Leadership  

Clause 6: Planning 
Clause 7: Support  

Clause 10: Improvement Clause 8: Operation 

Clause 9: Performance Evaluation 

Main Point: Clauses 4 through 10 of ISO 22301 BCMS Requirements (and Guidance) 
align to the Plan-Do-Check-Act cycle.    

www.thecontinuityproject.com 



Clause 4: Context of the Organization - PLAN 
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Understanding the organization and its context 
 
Understanding the needs and expectations of interested parties 
 
Determining the scope of the business continuity management system 
 
Business continuity management  
system 
 
  

Main Point: The factors relevant to an organization’s purpose and operations, and the 
needs and expectations of interested parties determine the scope of the program (i.e., 
essential functions, locations, activities), and the processes of the management system.    

www.thecontinuityproject.com 



Clause 5: Leadership - PLAN  
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Leadership and Commitment 
 
Management Commitment 
 
Policy 
 
Organizational roles, responsibilities and authorities 

Main Point: Top management demonstrates leadership and commitment by defining 
policy and objectives, appointing competent persons with authority, and communicating 
roles and responsibilities.   

www.thecontinuityproject.com 



Clause 6: Planning - PLAN  
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Actions to address risks and opportunities   
 
Business continuity objectives and plans to achieve them 

Main Points: Evaluate the need for a plan of action to prevent unintended 
consequences, set and communicate continuity objectives, and identify responsibilities 
and realistic targets for completion of tasks.   

www.thecontinuityproject.com 
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Clause 7: Support - PLAN 
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Resources 
 
Competence 
 
Awareness 
 
Communications 
 
Documented Information 
 
 

Main Point: The components of support enable the organization to embed continuity 
within its culture, and provide documented evidence of conformity to the requirements or 
guidance standard. 

www.thecontinuityproject.com 



 Clause 8: Operation - DO 
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Operational planning and control 
 
Business impact analysis and risk assessment 
 
Business continuity strategy 
 
Establish and implement business continuity procedures 
 
 Incident response structure 
 Warning and communication 
 Business continuity plans 
 
Exercising and testing 
 

Main Point: Business continuity is the capability of the organization to continue delivery 
of products and services at acceptable predefined levels following a disruptive incident. 
Clause 3.3 Terms & Definitions. 

www.thecontinuityproject.com 



Clause 9: Performance Evaluation - CHECK 
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Monitoring, measurement, analysis and evaluation 
 
Internal audit 
 
Management review 
 
 
 

Main Point: Set performance metrics, assess protection of prioritized activities, confirm 
compliance with requirements and guidance, and use documented evidence to facilitate 
corrective actions.  

www.thecontinuityproject.com 



Clause 10: Improvement - ACT 
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Nonconformity and corrective action 
 
Continual improvement 

Main Point: Establish procedures that identify and communicate non-fulfillment of 
requirements, take action to control and correct them, and continually improve the 
effectiveness of the management system at all levels of the lifecycle.   

www.thecontinuityproject.com 



Methods of Certification under ISO 22301 BCMS 
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• First-party self-certification of conformity 
 
• Third-party certification by accredited certification bodies 

Main Point: Business continuity contributes to a more resilient society, and organizations 
can seek third-party certification or make a self-declaration of conformity to ISO 22301 
BCMS Requirements. 

www.thecontinuityproject.com 
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Your Current-State BC Planning, and BCMS 
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Main Point: Implementing a BCM approach is evidence of good corporate governance, 
is a sign of strength and superiority reflecting a sophisticated business strategy, and 
upgrades the organization to the level of first class businesses, lifting the company 
above the competition. 

www.thecontinuityproject.com 



Main Point: Let’s discuss the benefits to your organization of selecting a BCMS 
approach, considering whether to achieve accredited certification, and maintaining a 
day-to-day “culture of continuity.”      
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Let’s Connect! 

Contact:  George B. Huff, Jr. 
 www.linkedin.com/in/georgebhuffjr 
Email: George.Huff@thecontinuityproject.com 
Mobile:  571-201-2554 
 
Contact:  Jim Whittaker 
  www.linkedin.com/pub/jim-whittaker/13/98b/271/en 
Email:  Whittaker@feapc.com 
Phone: (703) 667-1035 
 

www.thecontinuityproject.com 
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Implementing ISO 22301: 2012   

   Business Continuity Management Systems –  

Requirements 

April 22, 2015, 2:15-3:15 p.m.  



MANAGING CEUs AND CFM® MAINTENANCE POINTS 
 

 
You are eligible to receive Continuing Education Units and Certified Facility Manager® 
maintenance points for attending sessions at IFMA's Facility Fusion. 
 
To receive 20 CFM maintenance points: 
Record your attendance on your CFM Recertification Worksheet. 
At recertification time, submit your completed CFM Recertification Worksheet. 
 
To receive CEUs: 
Pay the US$15 processing fee via registration   
Log into the Attendee Service Center http://tinyurl.com/kzfno9d   
Your log in information was sent to you when you registered for the conference. 
Complete the session evaluation then take the five question CEU assessment. After 
passing the assessment, you will receive your certificate of completion. CEUs can only be 
earned upon successful completion of the assessment.  
 
Individuals seeking CEUs or LUs from other organizations must contact those 
organizations for instructions on self-reporting credit hours. 
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Your Feedback is Valued! 

 
Please take the time to Evaluate Sessions 

 
 

Log into the Attendee Service Center 
 

http://tinyurl.com/kzfno9d 
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Meet Our Presenters: 
 

 

 

 

 

George B. Huff, Jr., Esquire, MBCI, ISO 22301 Lead Auditor,  
Director of Consulting, The Continuity Project, LLC 

 
“Resilience, One Organization at-a-Time” 

 
James P. (“Jim”) Whittaker, PE, CFM, FRICS, President and CEO,  

Facility Engineering Associates, PC 
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Review Session’s 1 Learning Objectives 
9:30-10:30 a.m. 

1.0  Scope, Audience and Value of IS0 22301, Business Continuity 
Management Systems. 
2.0  Why Facility Management professionals should care about 
Management Systems Standards. 
3.0  Relationship of Management Systems Standards to the           
Plan-Do-Check-Act Cycle. 
4.0  Requirements of ISO 22301’s Principal Clauses. 
5.0  Your Organization’s Current-state BC planning, and BCMS.  
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Review Session’s 2 Learning Objectives 
2:15-3:15 p.m. 

1.0  Business Continuity Program Setup  
2.0  Business Impact Analysis 
3.0  Risk Assessment  
4.0  Plan Development 
5.0  Testing & Exercising  
6.0  Preparing for Organizational Certification (optional). 
 
A Business Case Example:   
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A Business Case Example: The Path to Business Continuity 
Certification 

34 

Why is Facilities Engineering Associates Pursuing Business Continuity Certification? 
 
What Has FEA Learned about Management Systems? 
 
How Has FEA’s Governance Changed as a Result?   
 
What Does FEA’s BCMS Look Like? 
 
FEA’s Path during 2015: Plan (Decide), Do (Prepare), Check (Audit) and Act 
(Continuous Improvement). 
 
FEA’s Commitment in 2015 and Beyond. 

Main Point: The business case provides an example of how an FM organization begins 
setting up its BCMS, and addresses the six learning objectives. 

www.thecontinuityproject.com 



Why is FEA Pursuing Business Continuity Certification? 
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Putting Business in Continuity  
 
Certification provides assurance to our clients, partners and stakeholders that FEA has a 
verified system which minimized business risk and enhances resilience that enables us 
to survive any disruptive event. 

 
A BCMS in place and verified ensures the steady supply of engineering and facility 
management advisory services to our valued clients. 

 
FEA will become an early adopter of ISO 22301 which will enhance 
our brand image worldwide. 
 
Certification provides a competitive advantage by establishing FEA 
as a model for A/E firms and other businesses by cost-effectively 
selecting a BCM standard, gaining alignment and achieving certification.  
 
 
 
 
 
 

Main Point: ISO 22301 offers a capability to continue providing products and services, 
and the process that provides a framework to build organizational resilience. 

www.thecontinuityproject.com 



Results of BCI/NQA’s Benchmarking Survey 2015 
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Assurance of continued service to customers

Reduced risk of business interruption

Protecting reputation and brand

Greater resilience against disruption

Quicker recovery from business requirements

Facilitates customer due diligence and audit requirements

Getting new business

Legal compliance

Other

Competitors are certified against it

Drivers to ISO 22301 Certification 

Question:  If your BCMS is certified against ISO 22301, why did you acquire certification? 
Main Point:  Globally, adopting ISO 22301 is seen as a good starting point towards 
building organizational resilience.  

www.thecontinuityproject.com 36 



What Has FEA Learned about Management Systems & How Has 
Our Governance Change as a Result?  
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Business Continuity Program Setup 
 
DHS/FEMA Adopts ISO 22301:2012 (Summer 2014) for the Voluntary Private Sector 
Preparedness Accreditation and Certification Program 
 
FEA Adopts a Fit-for-Purpose Statement of its BC Policy, including People with Defined 
Responsibilities (February 2015). 
 
FEA’s Defines Continuity Capability, Scope, Prioritized Products and Services, 
Processes and Systems (March 2015). 
 
FEA Begins Documentation Providing Auditable Evidence (March 2015).  

Main Point: The first objective is describing the current-state business continuity 
program, if any, then defining a BC process for the organization, and placing the process 
within the framework and discipline of a management system.   

37 www.thecontinuityproject.com 



What Does FEA’s BCMS Look Like? (1 of 2)    
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President/CEO. The President/Chief Executive Officer (CEO) owns overall 
accountability for BCM within FEA. 
 
Chief Sustainability Officer/Senior Professional. The President/CEO has tasked the 
CSO/Senior Professional to support his responsibility for BC planning.  As chair of the 
Business Continuity Planning Task Force (BCPTF), the CSO/Senior Professional is 
responsible for the overall direction and coordination of FEA’s BCM, including BC sign-
offs for new initiatives and contracts. 
 
Business Continuity Planning Task Force. The BCPTF is a steering committee that 
includes the wider cross-organizational representation of those people responsible for 
BCM in FEA.  
 
Main Point:  FEA’s BCM policy is documented, appropriate to and communicated within 
the organization, provides a framework for setting BC objectives, include a commitment 
to meet applicable requirements, and to the continual improvement of the BCMS.   

www.thecontinuityproject.com 



What Does FEA’s BCMS Look Like? (2 of 2)  

39 

Gold, Silver and Bronze Teams. BC planning, and reporting structure in major incidents. 
 
Gold – Gold commander, incident commander, Gold people Leads, Gold 
communications and other directors as needed. 
Silver – BCPTF representatives, specialists staff and BC staff. 
Bronze – Offices’ incident management teams, plan holders, managers, and support 
staff as required. 
 
Office Managers and Plan Holders. 
Managers are responsible for keeping abreast of their BC plans. Plan Holders are 
responsible for producing, maintaining, rehearsing and updating individual BC plans.  
 
Business Continuity Lead. 
FEA’s Business Continuity Lead is responsible for overseeing situational awareness in 
the Virginia, Colorado and California offices.  
Main Point: FEA’s governance framework is designed to ensure the safety of staff and 
others at FEA’s locations, and provide engineering and facilities services for the built 
environment to our clients, partners, and stakeholders around the world. 



ISO/TS 22317 Business Impact Analysis                 
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ISO/TS (Technical Specification) 
22317 Business Impact Analysis is 
an emerging standard in the series 
of TC 223’s standards. 
 
This Technical Specification is not 
intended to be used for 
certification purposes, but assists 
with meeting requirements noted 
in ISO 22301, and is consistent 
with guidance noted in ISO 22313. 

Main Point: ISO members recognize the need for BIA guidance to complement 
Business Continuity Management Systems standards, or as standalone guidance.    

ISO 
22301 

•BCMS 
Specification 

ISO 
22313 

•BCMS 
Guidance 

ISO 
22317 

•BIA Technical 
Specification 

www.thecontinuityproject.com 



Relationship of the BIA and RA to the BCM program 
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Operational 
planning 

and control 

Business impact 
analysis and risk 

assessment 

Exercising and 
testing 

Establish and 
implement 

business 
continuity 

procedures 

Business 
continuity 
strategy 

Main Point: The organization should complete the BIA process and risk assessment 
before selecting business continuity strategies, and is the foundation of the BCMS.       



ISO/TS 22317 Business Impact Analysis               
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The BIA analyzes the consequences of a disruptive event on the organization. 
The outcome is a statement and justification of business continuity requirements. 
 
The BIA process consists of a number of individual BIAs, each focusing on a 
subset of the BC program scope. The BIA process prioritizes products and 
services, and continues with prioritizing processes and activities that together 
cover the entire scope of the BC program. Source: Introduction, ISO/TS 22317.  
 
ISO 22301 BCMS - Requirements (Clause 8.2.2 BIA) requires an organization to 
“establish, implement and maintain a formal and documented evaluation process 
for determining continuity and recovery priorities, objectives and targets.”    

Main Point: Business Impact Analysis will enable anyone involved in planning 
and performing a BIA to show top management that a benchmark has been 
achieved for the BCM program.      

www.thecontinuityproject.com 



ISO/TS 22317 Business Impact Analysis                   
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Outcomes of BIA Process (1 of 2) 
 
Endorsement or modification of the organization’s BCM program scope. 
 
Identification of legal, regulatory and contractual requirements (obligations) and 
their effect on business continuity requirements. 
 
Evaluation of impacts on the organization over time, which serves as the 
justification for business continuity requirements (time and capability).   
 
Identification and confirmation of products/services, processes, activities, and 
resources. 

Main Point: “The organization should complete the BIA process before business 
continuity strategies are selected.” Introduction, ISO/TS 22317.  

www.thecontinuityproject.com 



ISO/TS 22317 Business Impact Analysis                   
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Outcomes of BIA Process (2 of 2) 
 
Identification of, and establishment of, the relationships between 
products/services, processes, activities, and resources. 
 
Determination of the resources needed to perform prioritized activities (e.g., 
facilities; people; equipment; information, communication and technology assets; 
supplies; and financing. 
 
Understanding of the dependencies on other activities, supply chains, partners, 
and other interested parties; and 
 
Determination of how up-to-date the information needs to be. 
 
Main Point: “The organization should complete the BIA process before business 
continuity strategies are selected.” Introduction, ISO/TS 22317.  

www.thecontinuityproject.com 
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Main Point:  The BIA is a foundational element of the business continuity planning 
lifecycle.  In order to enable strategy identification, the BIA relies on key elements 
of the broader BCMS.   



ISO/TS 22317 Business Impact Analysis  
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Main Point:  The products and services are prioritized first; this sets the time and service 
levels for process prioritization. If required by the organization’s complexity, the 
processes can then be separated into their constituent activities for prioritization.   

The BIA process prioritizes the various organizational components so that products and 
service delivery can be resumed in a predetermined timeframe following a disruptive event 
to the satisfaction of interested parties. Clause 5.1, BIA.  
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ISO/TS 22317 Business Impact Analysis  

Main Point: The organization should, within a timescale identified above, set a 
target time for resuming delivery of products and services at specified minimum 
levels (recovery time objective or minimum business continuity objective.)     
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ISO/TS 22317 Business Impact Analysis             
Analysis and Consolidation: 
 
The organization should choose the appropriate and quantitative and/or 
qualitative analytic approach(es) which may be influenced by the organization’s 
characteristics, and resource and skills constraints.  
 
Challenge and check the information gathered to ensure that it’s:  
 
Correct - accurate and reliable; 
Credible - believable and reasonable;   
Consistent - clear and repeatable; 
Current - up-to-date and available in a timely manner; and  
Complete - comprehensive.  

Main Point: Following the completion of the BIA, the organization should continue 
to business continuity strategy selection. Clause 5.8, ISO/TS 22317      

www.thecontinuityproject.com 



Sequence of Events of an Incident 
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Incident! 

Timeline 

Incident Response 

Business continuity 

Recovery/resumption – back to normal 

Within minutes to hours: 
• Staff and visitors  

accounted for 
• Casualties dealt with 
• Damage containment/ 

limitation 
• Damage assessment 
• Invocation of BCP 

Within minutes to days: 
• Contact staff, customers, 

suppliers, etc.  
• Recovery of critical business 

processes 
• Rebuild lost work-in-progress 

Within weeks to months: 
• Damage repair/replacement 
• Relocation to permanent 

place of work 
• Recovery of costs from 

insurers 

Overall recovery objective:  
back-to-normal as quickly as possible 

Main Point:  A disruptive incident has a predictable lifecycle and contingency planning 
enables an organization to respond, continue and return to normal operations.  



Plan Development 
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Each BC plan shall define:  
 
Purpose and scope, 
Objectives and measures of success, 
Activation criteria, 
Implementation procedures, 
Roles, responsibilities and authorities, 
Communication requirements and procedures 
Internal and external interdependencies and interactions, 
Resource requirements, and 
Information flow and documentation procedures. 
 
 
Sources: Clause 8.4.4  Business Continuity Plans, ISO 22301 & ISO 22313. 

Main Point:  Business continuity procedures must include an incident response 
structure, warning and communication, business continuity plans, and recovery 
procedures to return business activities to normal.    

www.thecontinuityproject.com 50 



Testing & Exercising 
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The organization shall exercise and test its business continuity procedures to ensure 
that they are consistent with its business continuity objectives. 
 
 
 
 
 
 
 
 
 
Sources: Clause 8.5, Exercising and Testing, ISO 22301: 2012 BCMS & ISO 
22313:2012; and ISO 22398: 2013 Guidelines for Exercises 

Main Point: “Exercising develops teamwork, competency, confidence and knowledge 
and should include those who may be required to use the procedures.”  
ISO 22313:2013, Clause 8.5.1.   

www.thecontinuityproject.com 



Steps to Prepare for Certification 
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1. Understand the 
Standard 

2. Determine 
Scope  

3. Determine 
Readiness  

What does it require? 

What part of the 
organization? 

What are we 
missing? 

Main Point:  FEA’s Business Impact Analysis of critical and essential 
services will enable the BCPTF to recommend a wide or narrow focus 
for the scope of the BCMS.    

https://lh3.googleusercontent.com/_jR9d0NRexI4/Tdjpl4ofRvI/AAAAAAAACKM/QRCZPWlB8Rg/s288/wide%20-%20narrow.jpg


FEA’s Path during 2015: Plan (Decide), Do (Prepare), Check (Audit) and 
Act (Continuous Improvement). 
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Main Point: It is critical to spend sufficient time to understand and develop 
the “roadmap” that outlines how to align your current-state program to the 
selected standards.   

PLAN 
(Decide) 

DO 
(Prepare) 

CHECK 
(Pre-Audit  
& Audit) 

ACT 
(Improvement) 

X MONTHS X MONTHS X MONTHS MONTH 
2.11.2015 
To 2015  

X.XX.2015 
to 2015 

X.XX.2015 to 
2015 

X.XX.2015 
to 2015 

Overall summary of effort. This diagram will depict each phase of our certification 
effort, the time and costs, and the overall effort. 
 

Two-Stage Certification Audit. FEA’s precertification internal audit will give us 
additional confidence to prepare for external audit, and improve the BCMS. 



Main Point: Let’s discuss the benefits to your organization of selecting a BCMS 
approach, considering whether to achieve accredited certification, and maintaining a 
day-to-day “culture of continuity.”      
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Let’s Connect! 

Contact:  George B. Huff, Jr. 
 www.linkedin.com/in/georgebhuffjr 
Email: George.Huff@thecontinuityproject.com 
Mobile:  571-201-2554 
 
Contact:  Jim Whittaker 
  www.linkedin.com/pub/jim-whittaker/13/98b/271/en 
Email:  Whittaker@feapc.com 
Phone: (703) 667-1035 
 

www.thecontinuityproject.com 

http://www.linkedin.com/in/georgebhuffjr
mailto:George.Huff@thecontinuityproject.com
http://www.linkedin.com/pub/jim-whittaker/13/98b/271/en
mailto:Whittaker@feapc.com


 

For attending this  
educational offering at  
IFMA’s Facility Fusion.  

 
Be sure to evaluate the session online at 
the Attendee Service Center 
http://tinyurl.com/kzfno9d 

 

Thank You! 

55 


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Emergency Planning and Business Continuity 
	Morning’s Agenda
	Introducing ISO 22301
	Audience
	Value
	ISO 22301 at-a-Glance
	Why a Management System?  (1 of 2) �
	Why a Management System?  (2 of 2) �
	PDCA Cycle Applied to BCMS Processes
	Relationship of ISO 22301 BCMS to the PDCA Cycle
	Structure and Content of ISO 22301 
	Clause 4: Context of the Organization - PLAN
	Clause 5: Leadership - PLAN 
	Clause 6: Planning - PLAN 
	Clause 7: Support - PLAN
	 Clause 8: Operation - DO
	Clause 9: Performance Evaluation - CHECK
	Clause 10: Improvement - ACT
	Methods of Certification under ISO 22301 BCMS
	Your Current-State BC Planning, and BCMS
	Let’s Connect!
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	A Business Case Example: The Path to Business Continuity Certification
	Why is FEA Pursuing Business Continuity Certification?��
	Results of BCI/NQA’s Benchmarking Survey 2015
	What Has FEA Learned about Management Systems & How Has Our Governance Change as a Result? �
	What Does FEA’s BCMS Look Like? (1 of 2)   
	What Does FEA’s BCMS Look Like? (2 of 2) 
	ISO/TS 22317 Business Impact Analysis                
	Relationship of the BIA and RA to the BCM program
	ISO/TS 22317 Business Impact Analysis              
	ISO/TS 22317 Business Impact Analysis                  
	ISO/TS 22317 Business Impact Analysis                  
	Slide Number 45
	ISO/TS 22317 Business Impact Analysis 
	ISO/TS 22317 Business Impact Analysis 
	ISO/TS 22317 Business Impact Analysis            
	Sequence of Events of an Incident
	Plan Development
	Testing & Exercising
	Steps to Prepare for Certification
	FEA’s Path during 2015: Plan (Decide), Do (Prepare), Check (Audit) and Act (Continuous Improvement).�
	Let’s Connect!
	Slide Number 55

